HNugopMmanonHas naMsTKa JJ1s1 HeCOBEPILIEHHOJIETHUX 110 BOIIPOCaM
KHOep0e30nacHOCTH

B ceTu «MHTEpHED»

KoMnnIoTepHbI€ BUPYCHI

KomnproTepHbIii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTEIBHOM OCOOCHHOCTHIO KOTOPOU SIBJISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO
(konupoBaHuio). B nomnosiHeHHe K 3TOMYy, BHUPYChl MOTYT HOBPEAUTH WIIU
MOJIHOCTHIO YHUYTOXUTH BCe (haiiyibl M TaHHBIE, MOJKOHTPOILHBIC MOIH30BATEIIO,
OT UMEHHU KOTOpOTro OblIa 3aIlyllleHa 3apaXxEHHas NpOrpaMMa, a TAK)Ke MOBPEIUTh
WIN JaXK€ YHUUYTOXKUTH ONEPAlMOHHYIO CUCTEMY CO BceMu (aitnamu B nenom. B
OOJBIIMHCTBE CIIy4aeB PaCHpPOCTPAHSIOTCS BUPYChI YEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX MPOrpPaMM:

1. Hcenonp3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOLINE
CEpBbE3HBIN YPOBEHb 3aLUTHI OT BPEIOHOCHBIX POrpPamMM;

2. [locTostHHO ~ ycTaHaBnuBail mnatuu (UUQPPOBBIE 3arlIaTKH,
KOTOpbIE aBTOMATHMYECKM YCTAHABJIMBAIOTCA C LEIbI0  JOpabOTKHU
IporpaMmbl) U JApyrue OOHOBJIEHHUS CBOEH OINEpPalMOHHOW CHCTEMBI.
CkaunBaii MX TOJBKO ¢ oduimanpbHOoro canrta pazpadorunka OC. Ecmu
CYLIECTBYET PEKUM aBTOMATHYECKOTO OOHOBIICHUS, BKIIIOUYH €T0;

3. PaboTail Ha cBOeM KOMIBbIOTEPE IMOJ] MpaBaMH MOJIb30BATENs, a
HE aJMHUHHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4, Hcnone3yi AHTUBUPYCHBIEC [IPOrpaMMHBIE HPOAYKTHI
M3BECTHBIX IPOU3BOJIUTENCH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0as3;

S. Orpannup  (U3MYECKUH  AOCTYyH K  KOMIIBIOTEpY A
MIOCTOPOHHMX JIULL;

6. Hcnonb3yil BHEIIHHE HOCHUTENIM HHPOPMALIMKM, Takue Kak
bnemka, auck wimu (daitn u3 HHTEepHETa, TOJBKO W3 MPOBEPEHHBIX
VICTOYHHKOB;

1. He oTkpeiBaii KoMIbIOTEpHBIE (Dailipl, TMOJY4YEHHBIE U3
HEHaJIEKHBIX MCTOYHHUKOB. Jlaxke Te haiisibl, KOTOphIE MpHUCIal TBOM

3HaKOMBIN. Jlyulie yTouH# y HEero, OTIpaBJisiy JId OH TeOe UX.



Ceru WI-FI

C nomoripio WI-Fi MOXHO MOJIy4YUTh OECIUIATHBIA HHTEPHET-IOCTYIT B

OOIIIECTBEHHBIX MecTaX: Kade, OTeNsX, TOProBhIX IEHTpax U a’pornopTax. Tak ke
ABJISCTCS OTJIMYHOM BO3MOXHOCTBIO BbIXOJia B MHTepHeT. HOo MHOrMe skcreptsl
CUMTaIOT, uTo o01menoctynHsie WiFi cetu He sSBist0oTCS 6€30MacCHBIMHU.

CogeThbl 110 0€30I1aCHOCTH Pa6OTHI B 001IeI0CTYNHBIX ceTsax Wi-fi

1. He nmepemaBaii cBOO JWYHYH0O HHPOPMAIUMIO  Yepe3
obmenoctynubie Wi-Fi cetn. Pabortast B HHUX, JKeJaTelbHO HE BBOJIUTH
HapoJx JOCTYyTa, JOTUHBI U KaKHE-TO HOMEPA;

2. Ucnonb3ylhi u OOHOBIANW aHTUBUPYCHBIE MPOTPaMMbl U
Opanamaysp. Tem cambIiM ThI 006€30TacHIIIb ce0sl OT 3aKaYKH BUpYyca Ha TBOE
YCTPOWCTBO;

3. IIpu wucnonb3zoBanuu Wi-Fi otkmoun ¢yHkuuio «OOmuii
noctyn k ¢ainam u npuHTepam». JlanHas GyHKIUS 3aKphITa 10
YMOJYaHUIO, OJIHAKO HEKOTOPHIE IOJh30BATEIN AKTUBUPYIOT €€ JIs
yn00CTBa UCIIOIb30BaHUs B paboTe MM yueoe;

4, He wucnonw3zyit myOnumunesii WI-FI s mepenaum  muyHBIX
TaHHBIX, HAPUMED, JUUIS BBIXO/JA B COIMATbHBIC CETH WM B AJICKTPOHHYIO
MouTY;

S. Hcnons3yil Toapko 3amuineHHoe coeaunenue yepes HTTPS, a
He HTTP, 1.e. npu HaGope BeOG-aapeca BBOAU UMEHHO «https://»;

6. B Mo6unsHOM Tenedone otkimoun ¢pyHkuuto «lloakmouenue K
Wi-Fi aBromaruyecku». He pomyckaii aBTOMATHYECKOTO IOAKIIFOYCHHS

yctpoiictBa k cetsiMm Wi-Fi 6e3 TBoero cornacusi.

ConmajbHbIe CeTH

CoumanbHas CeTh - 3TO CalT, KOTOPBINA MPEJOCTABIAET BO3MOXKHOCTD JIIOSM
OCYILECTBJIAT OOIIEHHWE MEXIy co0oil B MHTepHeTe. Yamie Bcero B HUX JUIA
KaXXJOr0 4YeJIOBE€Ka BBIACNSAETCS CBOS JIMYHAs CTpPaHW4YKa, Ha KOTOPOM OH
yKa3bIBaeT 0 ce0e pa3nuyHyro MH(OpMalMI0, HAuMHas OT UMEHH, (paMuIuu U
3aKaH4YMBas JUYHBIMU (poTorpadusimu. MHOTHE MONIb30BaTENN HE TOHUMAIOT, YTO
uHpOpManys, pa3MelleHHas UMH B COLMAJIBHBIX CETSIX, MOXKET OBbITh HaiifieHa U
UCMOJIb30BaHA KEM YroJHO, B TOM 4YHCIE HE 00s3aTelbHO ¢ OlaruMu

HaMCPCHUAMMU.



OcHOBHBIE COBETHI N0 0€30MACHOCTH B COIMATBHBIX CETHX:

1. Orpanuub cucok Apy3en. Y TeOst B IPy3bsiX HE JOKHO ObITh
CIIyYalHbIX ¥ HE3HAKOMBIX JIFOJIEH;

2. 3amumiaii CBOIO 4YacTHYIO >KM3Hb. He ykaspiBail mapouu,
TenedOoHbI, agpeca, JaTy TBOErOo POXICHUS U JAPYTYIO JIMYHYIO
uH(pOopMaIIO. 3J0YMBIIUIEHHUKH MOTYT UCIOJIb30BaTh Jake MHGOPMALIHIO
0 TOM, KaK Thbl U TBOM POAUTEIH MJIAHUPYETE MPOBECTH KAHUKYIIbBL;

3.  3amuinai cCBOIO pemyTaluio - AEp>KM €€ B YHCTOTE M 3ajiaBaii
cebe Bompoc: XOoTen Obl Thl, YTOOBI IPYTH€ MOJB30BATEIN BUACIH, YTO ThI
sarpyxkaems? [lomymai, mpexae 4em 4To-TO OmyOJMKOBaTh, HaNMMCaTh U
3arpy3uTh;

4.  Ecinu Tbl TOBOpHUIL C JIOJIbMH, KOTOPBIX HE 3Haellb, HE
UCIIOJIb3y CBOE peajbHOE MM W JPYryl0 JUYHYIO HHQOpMaLUU: UM,
MECTO JKUTEILCTBA, MECTO Y4eObl U TIpOUEE;

5.  UMsberait pasmemenus ¢Qororpaduii B MuTepHere, rae T
U300paKEH Ha MECTHOCTH, IO KOTOpPOW MOXKHO OIpPEACIUTh TBOE
MECTOMOJIOKEHHUE;

6. Ilpm peructpanuu B COLMAIBHOM CE€TU  HEOOXOIUMO
WCIIOJI30BATh CJIOKHBIC TMApPOJIM, COCTOSANME M3 OYykB W mupp U C
KOJIMYECTBOM 3HAKOB HE MEHeeE §;

7. Jlnga conmuanbHOW CETH, TOYThl U JPYTUX CAWTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble Mmapoiu. Torma eciau Te0s B3JIOMAKOT, TO

3JIOYMBIIUUVICHHUKU IT1OJIYYAT OOCTYII TOJIBKO K OOJHOMY MCCTY, @ HC BO BCC

cpasy.

DJIEKTPOHHLIE NeHLI'H

DNEeKTPOHHBIE JIEHBIW — 3TO OYEHb YAOOHBIM CIOCOO IIaTeX e, OJHAKO
CYILIECTBYIOT MOUIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TH JICHbIH.

DJIEKTPOHHBIE IEHBI'H MOSIBUIIMCH COBCEM HEABHO U UMEHHO U3-3a 3TOTO BO
MHOTHX FOCyAapCTBax J0 CUX MOP HE NPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHU (QYHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, /e
UX Pa3JesioT HAa HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3zHuiia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTH onepaiun 6e3
uAeHTUUKAIIMN ~ TOJB30BaTeNsl, a B HE AaHOHWMHBIX HJCHTU(DHUKAIIAN

I10JIL30BATEIIS SIBIISICTCS 00s3aTSIIHHOM.



Taxxe crnemyer pas3nuyaTh OJJIEKTPOHHBIE (HUATHBIE JEHBIH (paBHBI
rOCy/lapCTBEHHBIM BaJlOTaM) M 3JEKTPOHHblE HE(HUATHBIE NEHbI'M (HE paBHBI
rOCyJ1apCTBEHHBIM BAIIOTaM).

OcHoBHBIE COBETHI 110 0€30NaCHO padoTe ¢ JJIeKTPOHHBIMH IeHbI AMMU:

1.  IlpuBsku K cueTy MOOWIIBHBIN TelePOH. DTO caMblil yAOOHBIN
1 OBICTPBIN CIIOCOO BOCCTAHOBMUTH JOCTYM K cueTy. [IpuBsa3anuslil TenedoH
IIOMOXET, €CIU 3a0y/Iellb CBOM IJIATEKHbIN NapoJib WK 3aiiJIeIb Ha CallT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yir oxgHopazoBele maponu. llocne mnepexoma Ha
YCUJICHHYIO aBTOPHU3aIMI0 Tebe yxke He OyJeT yrpoxkaTh OMAaCHOCTb KpaxH
WIN [IepeXBaTa IIaTEeXHOr0 NapoJs;

3.  Bribepu cnoxsbiii napoas. IIpecrynHukam Oyner He IpOCTO
yrajatb CJIOXHBIA maposib. HagexHsle mapoim — 3TO Mapoiid, KOTOPBIE
coJiepkaT He MeHee 8 3HAKOB M BKJIIOYAIOT B €0l CTPOYHBIE U MPOMUCHBIE
OyKBbI, IUPPHI U HECKOJBKO CHMBOJIOB, TaKH€ KakK 3HAK jojuiapa, (pyHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHbIE Ha calTaX, KOTOPbIM HE

AOBCPACHIb.

DJICKTPOHHAS MOYTA

DJIEKTPOHHAS MOYTa — 3TO TEXHOJOTHUS U MPEAOCTABISEMBIE €0 YCIYTH T10
NEPECHUIKE U MOJYYEHHUIO 3JIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE pACIPEESIOTCS B
KOMITbIOTEpHOU ceTH. OOBIYHO dJEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISAJIUAT
CJIETYIOIIUM 00pa3oM: UMs_MOJIb30BaTeNsI(@uMsL_oMeHa. Taxxke kpoMe nepesadn
IPOCTOTO TEKCTa, IMEETCS BO3MOKHOCTh MepeaBaTh (ailiibl.

OcHoBHBIE COBETHI 10 0€30MACHOI padoTe ¢ JJIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBUiibHBINA MOYTOBBIN cepBuc. B MHTepHeTe
€CTh OTPOMHBIM BbIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO Jy4YIlle
JOBEPATH TEM, KOT'O 3HACUIb U KTO IEPBBIA B PEUTUHTE;

2. He yka3pBaili B JMYHON TMOYTE JHMYHYIO HH(OpPMALHIO.
Hanpumep, mnyuie BbuIOpaTh «My3bIKQIBHBIN (aHaT@» uaum «pok2013»
BMECTO «TeMal3»;

3. Hcnonb3yil IBYXATalHYH aBTOPU3ALUI0. DTO KOTAa IOMHMO

1apoJisi Hy’)KHO BBOJUTh KO/, IPUChUIaeMbIi 110 SMS;



4, Bribepu cnoxHbli maposib. s KakI0oro mOYTOBOTO SIITHKA
JIOJDKEH OBITh CBOM HAJIC)KHBINM, YCTOMYMBBIN K B3JIOMY MapoJib;

S. Ecnu ectp BO3MOXHOCTHh HamucaTh CaMOMY CBOM JIMYHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. HNcnonb3yld HECKOJBKO TIOYTOBBIX SIIAKOB. llepBeil s
YaCTHOM TIEPENHUCKH C aJpecaTaMy, KOTOPbIM Tbhl JOBEpSCHIb. JTO
AJIEKTPOHHBIN a/ipec HE HaJ0 MCIOJIb30BaTh MPU PErucTpaluu Ha hopymax
U cauTax;

7. He otkpeiBail Qaiinel U Apyrue BIOXKEHUS B MHCbMax JaxKe
€CJIM OHU IPUIUIA OT TBOUX JApy3eu. Jlydie yroyHu y HUX, OTIIPABIUIN JIX
OHU TeOe AT (hanJIbI;

8. [locne okoHuaHus pabOThl HA TIOYTOBOM CEPBHUCE TMEpe

3aKPBITHEM BKIIAAKHU C CalTOM HE 3&6}7,[15 HaXkaTh Ha « BBITHY.

KuoepOoyJJJIMHT WM BUPTYVAJLHOE U31EBATEILCTBO

KubepOymmmHr — npecie0BaHue COOOIICHUSAMU, COJICpKAIUMHU
OCKOpOJIeHUS, arpeccuio, 3alyruBaHueE; XYJUTaHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C TOMOUIBIO PA3IMYHBIX HUHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pBOE ¢ KNOEPOYJVIMHTOM:

1.  He 6pocaiics B 60ii. JIyumuii cioco0: mocoBeTOBaTHCS Kak ce0s

BECTU M, €CIUM HET TOro, K KOMY MOXHO OOpaTUThbCs, TO BHaydale

ycHnokouThcsi. Ecam Tl  HayHeumlb OTBEYaTh OCKOPOJICHUSIMM — Ha

OCKOPOJICHUSI, TO TOJIBKO €111€ 0O0JIbIIE Pa30XOKeIlh KOH(IUKT;

2. Ympasisii cBoelt Kubeppemnyranueii;
3. AHOHMMHOCT, B ceTu MHHMas. CylmecTBYIOT CIOCOObI

BBISICHUTb, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4.  He crouT BecTH XyJIUTIaHCKUH 00pa3 BUPTYyaJIbHOW >KU3HMU.

NutepHer QukcupyeT Bce TBOM JEUCTBUS M COXpaHSAET MX. YJAIUTh UX

OyzaeT KpaiiHe 3aTpyAHUTEIbHO;

d. Benu cebs BexxuBoO;
6. Urnopupyi €IMHUYHBIN HETaTUB. OnHopa3oBbIe

OCKOpOUTEIbHBIE COOOIICHUS Jydlle UrHOpUpoBaTh. OOBIYHO arpeccus

IMPCKPAIIACTCs Ha Ha4yaJIbHOHU CTaauu,



7. bam arpeccopa. B mnporpammax oOMeHa MrHOBEHHBIMU
COOOIICHUAMH, B COIMAJBHBIX CETAX €CTh BO3MOXKHOCTb OJIOKHPOBKU
OTIIPABKHU COOOIIECHUI C ONPEIETICHHBIX a/IPECOB;

8. Ecam Tl cBuzmerenr KubepOymiuHra. TBow jaelcTBUA:
BBICTYIIUTh MPOTHB MpecieroBaTeNs, MOKa3aTh €My, YTO €ro JACUCTBHA
OLICHUBAIOTCS HETaTUBHO, TIOJJIEP)KaTh JKEPTBY, KOTOPOH  HYyKHA
IICUXOJIOTHYECKasi TMOMOIIb, COOOIIUTH B3pOCIBIM O (haKTe arpecCUBHOIO

IOBCACHUS B CCTH.

MoouabHbIN TeaedoH

CoBpemeHHbIe cMapT(OHBI U IJIAHIIIETHI COACPKAT B c€0e BIOJHE B3POCIIBIN
GbyHKIIMOHAT, U Telmepb OHU MOTYT KOHKYpUpPOBaTh CO CTallMOHAPHBIMU
KoMmmbioTepamu. OJIHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKA OYEHb
Majo. TectmpoBaHWe © TIOWCK VYSA3BUMOCTEH B HHUX TNPOUCXOJUT HE TakK
WHTEHCUBHO, Kak 1iis [1K, To ske camoe kacaeTcst 1 MOOMITBHBIX TIPHIIOKECHUH.

CoBpemeHHbIE MOOWJIBHBIE Opay3epbl YK€ TMPaKTUYECKH JOTHAIIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacIiMpeHue (yHKIMOHAIa BJEYeT 3a CcoOOM
OOJIBIIIYIO CJIOKHOCTh M MEHBIIIYIO 3alTUIIEHHOCTD.

Jlaexko HE BCe MPOU3BOAMTENM BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIIHEC
KPUTUYECKUE YSI3BUMOCTH JIJISi CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JJI 0€30MACHOCTH MOOMJIBLHOIO TeJie(poHa:

1. Bynb octopoxeH, Beap koraa Tede mpeayiararoT OecIuIaTHBIN

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHEe-TO IJIaTHBIC YCIYTH;

2.  [ywmaii, npexne yeM otnpaButb SMS, ¢orto miu Buaeo. T

TOYHO 3HacCllb, I1€ OHU 6YI[}IT B KOHCYHOM HTOTE?

3. Heo6xoaumo OOHOBISATH ONEPALIMOHHYIO CHCTEMY TBOETO
cMapTdoHa;

4, Wcnonb3yil aHTUBUPYCHBIE MPOrpaMMbl JUIsi MOOWJIbHBIX
TeneOHOB;

d. He 3arpyxail npunoxxeHust OT HEU3BECTHOIO MCTOYHHUKA, BEIb

OHM MOTYT COJAEPKaTh BPEJOHOCHOE POrPaAMMHOE 00ECTICUEHHE;

6. Ilocime Toro kak Thl BBIAJEHIL C cailTa, Tll€ BBOAWI JIMYHYIO
nHpopMmaruro, 3aii11 B HaCTpOHKH Opaysepa u yaaiau cookies;

7. Ileppoguuecku  mpoBepsii  Kakue  IUIATHBIE  YCIYTH

AKTUBHUPOBAHBI HA TBOCM HOMCPC,



8. JlaBaii cBOWl HOMEP MOOWIBHOTO Telie(OHA TOJBKO JFOJISM,
KOTOPBIX THI 3HACIITH U KOMY JIOBEPSEIIIb;
9. Bluetooth pgomkeH OBITH BBIKIIOYEH, KOTrJga Thl HM HE

noJb3yeibes. He 3a0biBail HOT]a MPOBEPATH ITO.

OUINMHT WIH KPa’Ka JHYHbIX JJAHHBIX

['maBHas menp QUIIMHT - BHAa VIHTEpHET-MOIICHHUYECTBA, COCTOUT B
MOJTyYeHUU KOH(PUIACHINATIHHBIX TaHHBIX TOJb30BaTENIC — JIOTHHOB M MapOJICH.
Ha anrmuiickom si3bike phishing unrtaercs kak ¢ummar (ot fishing — peiOnas
J0BIIs, password — mapoJb).

OcHoBHBIE COBETHI 0 O0pPbOE ¢ PUIIUHTOM:

1.  Cnenu 3a cBoMM akKayHTOM. Eciu ThI MO103peBaeiilb, 4YTO TBOS
aHkeTa OblJa B3JOMaHa, TO HEOOXOAMMO 3a0JOKHUPOBATH €€ M COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2.  Ucnonp3yit GezomacHble BeO-CallThl, B TOM YHUCJIE, UHTEPHET-
Mara3uHOB U TTIOMCKOBBIX CHCTEM;

3. Hcnonp3yii cioxHBIE U pa3HbIe Mapoiu. TakuM oOpa3om, eciu
TeOsI B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH MOIyYaT AOCTYN TOJBKO K OZHOMY
TBOEMY MPODUITIO B CETH, & HE KO BCEM;

4, Ecnu Tebst B3momanu, TO HEOOXOAUMO MPEAYNPEANTh BCEX
CBOMX 3HAKOMBIX, KOTOpPBIE JOOABIEHBI y T€OsI B APY3bAX, O TOM, YTO TEOS
B3JIOMAJId U, BO3MOXXHO, OT TBOETO MMEHHM OyJeT pacchlIarhCs CraM |

CCBIJIKHM Ha (i)I/IHII/IHFOBBIC CaﬁTbI;

5. VYcranosu HagexHbld naposb (PIN) Ha MoOuibHBIN TenedoH;
6.  Otxmoun coxpaHeHue napos B Opaysepe;
7. He otkpbiBail ¢aiiiapl u Apyrue BIOKEHHS B MUChMAax Jaxe

€CJIM OHM MPUILIM OT TBOMX Jpy3el. Jlydle yTouHd y HUX, OTIPABIISIIN JIU

OHU TeOe AT (halIbI.
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