CeteBoi aTuKeT: 20 NnpaBua NoBeAEHUA B MHTEPHeTe A48 Bac U BalUUX geTei

YT1o TaKkoe ceTeBOM 3TUKET?

CeTeBOM 3TUKET MHOMAA Ha3bIBAIOT «CETUKET» — COeAMHEHME CI0B cemb 1 amuKkem. CeTeBoM 3TUKeT —
3T0 Habop NpaBuA 419 YBaXKUTE/IbHOFO M YMECTHOro obLeHuna B UHTepHeTe.

Ero 4acTo Ha3blBalOT ITUKETOM MHTEPHEeTa, OZIHaKO OH He ABAAeTcA Habopom opuaANYEcKn
06sa3aTenbHbIX NPaBwUA, a NpPeacTaBaseT coboli pekomeHayemble NpaBuaa 3TuKeTa. CeTeBon aTUKET
MCNONb3YyeTCA, B OCHOBHOM, A4 06LLEeHMA C He3HAKOMbIMK Nl0AbMU B UHTepHeTe. MpaBuna ceTeBoro
3TUKeTa B 3HAaYMUTE/IbHOM CTEMNEHM 3aBMCAT OT coobLecTsa 1 ero y4acTHUKOB. Kak npaBunio, ceTeBoit
3TUKET onpegensaeT agMUHUCTPaTop Beb-caliTa UK NpUNoXKeHNa ana oblieHus. B ero obasaHHOCTH
TaK)Ke BXOAWUT KOHTPO/b COBAt0AEHUA OCHOBHbIX NPaBWU 3TUKETa 1 HaKa3aHue 3a UX HapylleHue.
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Huke npusegeHo 20 o6wmx peKomeHAaL M NO NOBeAEHUIO U 06LLEHUIO B UHTEPHETE.
1. NpuaepkuBaiTeCh B CETU TEX }Ke NPaBUA NOBeAEeHUA, KOTOPbIM Bbl caefyeTe B peasbHOW KU3HU

Mpw 06LLEHMM B CETU NOMHUTE O NPaBUIaX 3TUKETA, KOTOPbIX Bbl MPUAEPKMBAETECH B PEASIbHOM KU3HU.
Bo3aeprkuTech OT 0OCKOpbAEHM, NPOBOKALMMN, YTPO3 U KNAEBETHI, yBaXKalTe MHEHWE APYrMX Y4aCTHUKOB
AManora, BbICKa3blBalTe UCKAOUYUTENbHO KOHCTPYKTUBHYIO KPUTUKY. [TIOMHUTE, 4TO 32 OCKOpbaeHus B
WUHTEPHETE MOTYT NPUBAEYL K OTBETCTBEHHOCTY.

2. Aymaiite o cBOUX cobecegHUKax

Mpu oTnpasKe cO0bLLEHNI yMaiiTe 0 YesloBEKe NO Ty CTOPOHY 3KpaHa: Bbl 06W,aeTecb He C MaWMHOM, a
C peanbHbIMK NtoAbMU. [T0STOMY OLLEHMBAITE, YTO M KaK Bbl MULIETE — UHTEPHET HUYErO He

3abbiBaeT! MoKHO /Ierko 1 6bICTPO caenaTb CHUMOK 3KpPaHa UM KonuK cooblyeHui, Kotopasn byaer
OOCTYMNHa, AaKe ec/n Bbl BNOCAeACTBUM YA43a/IMTE CBOM COODLLEHUS.

3. MNoKaxute cebs c nyylueii CTOPOHDI

O6LleHMe B MHTEPHETE NPOUCXOAMNT C ONpeaeneHHON 40Ne aHOHUMHOCTU, HeOCTYNHOM B peanbHOM
MMU3HU NPU IMYHOM 0BLLEHUK. YacTo 3Ta aHOHUMMHOCTb BbI3bIBAET Y MHOMMX NOJ/Ib30BaTeNel
CHUXeHNe ncuxonoruueckoro 6apbepa, pesynbLTaTom Yero AsnseTca rpyboe noseaeHue B ceTy,
Hanpumep, No OTHOLWEHUIO K coBeceHUKY, MO3ULMA KOTOPOro Bbi3blBaeT Hecornacue.

[leMoHCTpUpyeTe B CeTU CBOM /TyuLliMe KauecTBa: Aaxe B C/lydae Hecor/sacua coxpaHaite apyxenobue n
yBarkeHue. CeTeBOM 3TUKET NOApa3yMeBaeT yBarKeHUe, BEXANBOCTb U NpodecCMoHaNNU3M.

CoBeT: Nyudlle BO3AEPHKATbCA OT HanMcaHWA COObLEHNIT UNU OTAE/bHbIX C/I0B 3ar/1aBHbIMKU ByKBamM,
OaxKe ec/im Xxo4eTca TakMm 06pasom YCUAUTb CMbICA BbiCKa3blBaHMA. HanMcaHHble 3arf1aBHbIMU
6yKBamu coobLLEHNA B UHTEPHETE PaCLLEHMBAIOTCA Kak KPUK M CUMTAIOTCA HEBEXANBLIMM,

4. CHayana uyuTaiiTe, 3aTem cnpawimnBsaiite

Y Bac ectb BOI'IpOCbI? Mpexae yem nx 3agasatb, BHUMATENbHO npquTaﬁTe npeapiayumne C006U.I,EHMFI n
KOMMEHTapPUKN, NOCKOJIbKY BbICOKa BEPOATHOCTb, YTO KTO-TO YyXKe OTBETU/1 Ha Ball BONpPOC. Ecan
HaMWCaHHbIA BaMM OTBET OKAXKETCS NMOXOMKUM Ha OAWH U3 HAaNUCaAHHbIX paHee, Y Y4aCTHUKOB YaTa MOXKeT
CNIOXKUNTbCA BNevYaTa1eHne, 4YTo Bbl yaenAaete HeoCTaToO4YHO BHMMaAHUA ANnanory.

[nanorv B ceTM NponcxoaT o4eHb BbICTPO, MO3TOMY BaXKHO CHayana cobpatb BCto MHGOPMaLMIo, a
3aTeM OTBeYaTb UM 3a43aBaTb BOMPOCHI.

5. He 3abbiBaiiTe 06 opdorpadmm u nyHKTyaumm

O6s3aTeNibHO NepeynTanTe CBON OTBETLI U NPOBEPbLTE UX HA FPAMMATUKY, opdorpaduio U NYHKTyaLumio.
CobecegHMKa MOET pasgparkaTb He06X0AMMOCTb paclindpoBbiBaTb HEOPEXKHO HAaNMUCAHHbIN TEKCT,
yTOObI MOHATH €ro cMbic/1. Kpome Toro, rpammaTnyeckne oWmMOKM OTBIEKAOT OT CaMOro CMbIC/1a
coobueHus.

lpammaTuka, opdorpadumsa U NyHKTyaumsa ocobeHHO BarKHbI MPU COCTABIEHUN 3NEKTPOHHbIX UAN UHbIX
nucem Koaaeram Uamn pykoeoactsy. He paccTpamnBaiATech, €Can Bbl HE CU/IbHbI B rpamMaThKe — nepeg,
OTNPaBKOM COOBLLEHMIN MPOCTO NPUMEHMTE CPEeACTBA NPOBEPKM NPaBONUCAHUA.

CoBeT: Npu COCTaBNEHNM 3EKTPOHHbIX NUCEM BCEraa UCMO/b3yiiTe COOTBETCTBYIOWYI0 dpopmy
NPUBETCTBUA U NPOLLLAHUA. ITO TOXKE ABMAETCA YaCTblo CETEBOrO 3TUKETA.

6. YBarKaiiTe IMYHbIE AaHHbIE APYrUX



3Toro npaBuna cnemyet NpUAEpPKMBaTLCA He TONbKO B NOBCEAHEBHOM OHNANH-06LLEHUN, HO U B
paboTe. He nepecbliaite nonydyeHHyo nHGopmaumio 6e3 npeasapuTenbHOro paspelleHus ee
oTnpasuTens. MNpu oTNpaBKe JNYHbIX 3IEKTPOHHbIX MUCEM HECKOIbKMM NOAyYaTeNsaM UCMOb3yiTe
onuuio CKpbITaa Konua, a He Konusa. MHOMMM He HPaBUTCA, YTO MX MMEHA W aapeca 31eKTPOHHOM MNoYTbI
CTAHOBATCA U3BECTHbI HE3HAKOMbIM NOAAM.

3TO NPaBUIO TaKXKe NMPMMEHAETCA K 3arpysKe 1 nepecbinke potorpaduin U BUAEO, HA KOTOPbIX
NPUCYTCTBYIOT Apyrue ntoau. Mepes nepecbiKon Taknx GpaitnoB 06a3aTelbHO NOCOBETYIATECH C
N306paXKEHHbIMU HA HUX IULLAMM.

M nocnepHuiA BaXKHbI MOMEHT — YBarKaTe KOHOUAEHLUMANBbHOCTb APYIrMX: HE NOAMNUCbIBAUTECH Ha
MHGOPMALMOHHbIE PACCBINKM U HE PErUCTPUPYITECH HA GOPYMax C UCNOIb30BAHMEM YYKOTO MMEHU U
agpeca 3/1eKTPOHHOM MoYTblI.

7. YBaKaiiTe Bpema M BO3MOXKHOCTU ApYyrux

CoBpeMeHHbIi M1p ropasao bbicTpee, Yem MUP, K KOTOPOMY MPUBbLIKAM HaluM poauTenn, 6abywku u
Aeaywku. MHdbopmaumsa MosKeT pacnpocTPaHATLCA B CUMTaHHbIE CeKYHAbl M 6e3 CyLLeCTBEHHbIX YCUINN,
04 HAaKO MNPOMNycKHasA cnocobHOCTb — MHGOPMALMOHHAA eMKOCTb — MPOBOAOB W KaHaNoB, orpaHuyeHa. To
YK€ CaMoe U C IIAbMU, NOSTOMY He 3abbiBaiiTe 06 OrpaHUYEHHO BO3MOXKHOCTU BOCNPUATHUA
MHbOPMaLMK NPU OTNPaBKe CO0bLEeHMA APY3bAM, KONJIEeram U PYKOBOACTBY.

[0CTaToOUYHO M BbICTPO Bbl NEPEXOANTE K CYTU Ae/1a B INEKTPOHHbIX NUCbMax? HacKo/1bKO NpaBUIbHO U
NOHATHO chOPMYIMPOBaHDbI BaLLU aprymeHTbl? HUKTO He 3axouyeT 6e3 HeobXxoAMMOCTM TPaTUTb Bpems
Ha NMMCbMO, OCHOBHOW CMbIC/1 KOTOPOIo HaX0AUTCA B CAMOM KOHLLE — 3TO OTHUMAET Bpems, CUbl U
NpOCTO pa3aparkaeT. Kpome Toro, nogymanite, KTo AeNCTBUTENbHO A0/KeEH ObITb B CMUCKE agpecaTos
coobueHnn. YBaxKeHne K BpeMeHU U BO3SMOXHOCTAM APYruX NtoAei TaKKe ABAAeTCA YacTblo CeTeBoro
aTUKeTa.

8. Mpouwaiite Apyrum menkme owM6Ku

Kaxkapbih nonb3oBatesib OPYMOB U COLMANbHbIX CETEN KOrAa-To 6bl1 HOBUYKOM, @ HOBUYKam B sitoboi
06/1acT CBOMCTBEHHO OlmMbaTbCA. MpU OHNANH-06LWEHNN 3TO MOXKET BbITb HECOB1I0AEHNE NMPUHATBIX
NpaBua 3TUKETa UM OTCYTCTBUE MaHep.

YacTto nonb3oBaTenu AonyckatoT rpammaTtuueckme ownbKu, 3a4aloT IMLWLHKUE BONPOCbI 1K AaloT
C/IMLLKOM NpPOCTPaHHble OTBETbl. He 3abbiBaiiTe 06 3TOM 1 NpowainTe ceoum cobecegHUKam on6KN.
Ha menkue olwmnbKu nydiie Booble He obpalaTh BHUMaHUA. Ha cepbesHble OLWMBKK, Takne Kak
HEeKOPPEKTHOE UMTUPOBaHWNE, COOBLLEHMA, HAaMMCaHHbIe 3arn1aBHbIMKU ByKBaMK, UK rpybble
rpaMmaTuyeckmne olWnBKM, ydlle yKasaTb B IMMHOM COOBLLEHNN.

CoseT: npu 06LEeHNN B ceTU B NMCbMEHHOM Gopme NONb30BaTENMN He BCeraa MmoryT

pacno3HaTb capKasm. Mo3ToMy ayyllie COXPaHATb 0O bEKTUBHOCTb, @ YTOObI BbIPA3WUTb CapKasm cpeam
6/M3KMX ApYy3eit U KoAMEer, UCNOb3yiTe 3MOA3U: CMaiiabl U TMKMU. MpaBuabHO NogobpaHHble 3MoA3M
AenatoT coobueHre bosee BbIpasnTe/IbHbIM.

9. He 3noynotpebnaitTe BO3MOXHOCTAMM

B MHTepHeTe, KaK 1 B peasibHOM }KU3HW, Y OAHUX NOAEN, HAaNpMMep, Y MogepaTopos Gpopyma,
CNeunaancToB KOMMNaHWUM U CUCTEMHBIX AAMUHUCTPATOPOB, HO/bLIEe BO3MOXKHOCTEN, Yem y gpyrux. Ecim
y Bac 60blue BO3MOXKHOCTEN, YEM Y APYIVX NONb30BaTE/1ei, 3TO HE 3HAUYUT, YTO Bbl UMeeTe NPaBo UMK
3noynotpebnatb.



He cneayet cneauTb 33 KONeramm UAn ApyruMy y4acTHMKAMM YaTa TOJIbKO NMOTOMY, YTO Y Bac ecTb g/
3TOro TexHU4ecKue cpeactea. Hanpmumep, cMCTEMHbIE aAMUHUCTPATOPbI HE AO0NXKHbI YUNTATb INUHbIE
NUCbMa M BbIACHATb MHOPMaALMIO O CTPYKTYpe 3apaboTHOM NnaTbl B KOMNAHUM.

10. Crapaiitecb usberatb c/108ecHbIX 80LH

CnoeecHble 80liHbl — 3TO CO0bLLIEHNA, CoAEPIKALLME arPeCCUBHYIO IMUHYIO KPUTUKY UM HanagKu. B
rPYNNoBbIX YaTax *KapKue AUCKYCCUM YaCTO NepepacTatoT B cs108ecHble 80liHbI. Ecnu Bbl cTanu
YYaCTHMKOM TaKOM AMCKYCCUM, lyyllie Kak MOXKHO CKOpee U3 Hee BbIIMTU. Bceraa NoMHUTE, YTO K Apyrum
HY>KHO OTHOCUTBCA TaK, KaK Bbl XOTeNM 6bl, YTOBbl OTHOCUAUCH K Bam. CeTeBblM 3STUKETOM He
[ONYCKaeTcss HEHOPMATUBHAA JIEKCUKa.

TaK:Ke He 3abbIBaliTe, YTO OCKOPOBAEHUA U YrPO3bl B UHTEPHETE MOTYT UMETb HeraTuBHbIe
opuauyeckue NocneacTBUA, N0O3TOMY He NOAAABaNTECh MCKYLIEHMIO MUCATb KECTKME KOMMEHTapUn
OAXKe B XapKuUX AnCKyccuax. Jlydwe npoLeMOHCTPUPYNTE NPUMEP KOPPEKTHOIO NOBEAEHUSA B CETU.

11. Pas6epuTtecb ¢ NpaBMIaMM KOHKPETHOro coobuectsa

CeTeBOW 3TUKET NO-pa3sHOMY UHTEpPNpPeTUPYeTCA B pas3HbIX coobuiectsax. Hanpumep, coseplueHHO
HOPMasibHO CNAeTHMYATb B AMCKYCCUOHHOM rpynne, NoCBALLEHHOM pa3BaeKaTebHbIM TeNEeBU3NOHHbIM
nporpammam. O4HaKO CMJIETHM B CEPbE3HOM AMCKYCCMOHHOM Fpynne oTPMULATE/IbHO CKaXKyTCA Ha Ballewn
penyTaumu. BakHo NOHMMaTb, B KaKOM coobLiecTBe MHTepPHeTa Bbl HAXOAUTECD,

a B HOBOW AnA Bac 06/1acTH /lydLle CHayana OCMOTPETLCS U COPUEHTUPOBATLCA. Pazbeputecs, Kak
061L1at0TCA N0b30BaTeNN 3TOro coobLecTsa, U AaiTe cebe Bpema afAanTMPOBaTbCA K NpaBuiam
coobuiecTsa.

12. AVUCKpUMUMHALMOHHDbIE BbICKa3biBaHUA U ceTeBOI 3TUKET

Mpob6nema AUCKPUMMHALMOHHbBIX BbICKa3bliBaHWUIA B MHTEpHETe, 0COBEHHO B COLMabHbIX CeTAX,
cTaHoBUTCA BCe bosiee cepbe3HO. HacTo oHa NPoABAAETCA B BUAE OCKOPOUTENbHbIX

KommeHTapues nog ¢otorpadpuamm nam noctamm. O4HaKo MHOTAa NO/b30BaTeNN 06beAUHAIOT YCUANA
M NpeAnpPUHUMAIOT CKOOPANHUPOBAHHbIE AENCTBUA C eANHCTBEHHOW LIe/blo — pacnpocTpaHeHne
ANCKPMMUHALUMOHHbIX KOMMEHTapmeB. HepeaKo XepTBamm Takux AeNCTBMIN CTaHOBATCA COUMasibHble
NN PENTUO3HbBIE MEHbLLNHCTBA, MHOCTPAHLbI UM YEPHOKOKME.

KaKk npoTMBoAeNCcTBOBaTb OUCKPUMUHAYUOHHbIM 8bICKA3bI8AHUAM? ECNN Bbl CTONKHETECH C HUMU B
WHTEpPHETE, COObLLMNTE aaMUHUCTPATOPY Beb-caiiTa. B coumanbHbIX CETAX YAacTO MMEETCA BO3MOXKHOCTb
norKkanoBaTbCa Ha Ny6AnKaLMIo, Nnepeiiaa no cCbl/IKe UAM KHOMKEe HeNnocpeaCcTBEHHO Mo Camoi
nyb6ankauymeit. MNposaiaepbl 06a3aHbl y4aAUTb KOHTEHT, B SBHOM BUAE HapyLatowmii Ybn-nnbo npasa, B
TeyeHume 24 4yacos.

Kpome Toro, Bbl MOXeTe 06paTUTbCA HENOCPEACTBEHHO K aBTOPY OUCKPUMUHAUUOHHbIX
8bICKA3bI8AHUL M NONbITaTbCA Y6eANTb ero B HECOCTOATENbHOCTU €ro 3aAB/IeHUIA. KenaTenbHo TakKe
3anpocuTb GaKTbl, 06OCHOBbIBAIOLLME €70 YTBEPHKAEHWSA, U 3aHATb YETKYLO NMO3MLMIO NPOTUB
ANCKpMMUHauMK. MonbiTaitTecb HanpasuTb 06cyXaeHMe B 60/1ee MO3UTUBHOE PYCA0, HN NPU KaKnX
06CTOATENLCTBAX HE pearMpymnTe arpeccMBHO U He OTBeYaliTe OCKOPBUTENbHBIMW BbICKa3blBaHUAMM,
MOCKO/IbKY Bbl TaK¥Ke MOXKeTe NOHECTU 3a HUX OTBETCTBEHHOCTb.



CeTeBOiA 3TUKeET: 3aUTa aetei

B noBcegHeBHOM KM3HW, yuebe n paboTe Mbl BCE UCMNO/Ib3yeM UHTEPHET, O4HAKO 3TO HeceT
onpezenieHHble PUCKK 1 UMEET PAj, HeAO0CTAaTKOB, Hanpumep, AapkHeT. 0bcyante ¢ pebeHKom
BO3MOMKHble OMAacHOCTU Npu paboTe B UHTEPHETE. YBarKalTe IMYHOE NPOCTPAHCTBO pebeHKa, ogHaKo
06BACHWUTE emy C/ieaylolLMe NPaBUaa NOBeAEHUA AeTell B UHTepHeTe.

13. He pasrnawaiite AM4Hy0 uHpopmaumio

OueHb BaXKHO XPaHWUTb B CEKPETE NePCOHaNbHYIO MHOOPMALLMIO, OCOBEHHO BO BPEMEHa COLMaNbHbIX
ceTell, Koraa pacnpoCTpPaHeHa Kpaa JIMYHbIX AaHHbIX C TPUMEHEHNEM METOLO0B COLLMAIbHOM
MHKeHepun. HW npu Kaknx obcToAaTenbCTBAX HEeslb3A COOOLLATb B MHTEPHETE MNAPO/IU U IMYHYIO
nHdopmauumio: ums, agpec 1 Homep TenedoHa. HasBaHMe LKO/bI M NOCELLAEMbIX CEKLUI TOXKeE
cneayeT Aep:KaTb B CEKpeTe.

14. Ucnonb3yiiTe HeliTpanbHble NCEBAOHUMDI

PekomeHayeTcs, YTobbl A1 06WEeHMA B YaTax pebeHOK NCNo/b30Bal HEUTPasbHble NCEBAOHUMDI, He
pacKpblBatoLLMe ero IMYHOCTb. Kpome Toro, HelTpasibHble NCeBAOHUMbI FAaPAHTUPYIOT, YTO Apyrue Aoan
He ByayT YyBCTBOBaTb ce65 OCKOPOI@HHBIMU NN BbICMENBAEMBIMM.

15. CeteBoii aTUKeT: 60Tbl M TpONAU

BOTbl — 3TO KOMMbIOTEPHbIE NPOrPaMMbl, ABTOMATUYECKM BbINOJIHAIOLLME 334a4U 6es BBaMMOﬂ,EﬁCTBMﬂ C
nrabmu. botbl YacTo I'IY6}'IMKYPOT KOMMEHTapUn Nnn Aaxe noctbl B COUMNAbHbIX CETAX.

OHM YacTo ABNAOTCA MCTOYHMKOM CiaMa Ha Gopymax U B KOMMEHTAPUAX NoA NOCTaMu APYruxX
Nnosib30BaTeNEeN, YTO pPa3gparkaeT U TpebyeT Bpems Ha MAEHTUDUKALMIO N yaaneHue coobuweHunii ot
60T0B. BOTbl He COBNIOAAIOT CETEBOM 3TUKET, M NO BO3MOXKHOCTU UX criegyeT nsberaTb.

16. NMpaBuna noBeaeHUnA paeTeil B UHTEPHETE: He A0BepAiiTe yYaCTHUKaM YaTa

PebeHOK Bcerga Ao/KeH OTHOCUTLCA K HE3HAKOMbIM JII0AAM CO 34,0POBbIM CKENTULU3MOM —
HEeW3BeCTHO, KTO Ha CaMOM fe/ie CKpbiBaeTca 3a 3abaBHbIM MMeHeM 1 Muoi ¢oTorpaduen npoduns.
Hanpumep, pebeHKy HU NpU KaKMX 06CTOATENIbCTBaX He c/eAyeT BCTPeYaTbCA C HE3HAKOMLLEM TOJ/IbKO
MOTOMY, YTO OHM NPUATHO 0BLLANNCH B YaTe, BeAb 3TO MOXKET OKA3aTbCA 3/I0YMbILLIEHHMK.


https://www.kaspersky.ru/resource-center/definitions/darknet
https://www.kaspersky.ru/resource-center/definitions/social-engineering
https://www.kaspersky.ru/resource-center/definitions/social-engineering

TaK e HYXXHO 06bACHUTb PebeHKy, UTo He cnesyeT A06aBAATbL HE3HAKOMLEB B APY3bA B COLMANBHBIX
ceTAx, TakMx Kak Facebook nnau Instagram. Kpome Toro, He cnefyet npu OTKPbITUM INEKTPOHHbIX MUCEM
N APYrnX COOBLLLEHWNI 3arpy»KaTb BAOKEHMUSA, MOCKOJIbKY NPY 3TOM MOYKHO C/Ny4aliHO

3arpysuTb TPOSHCKYIO UAK APYIYIO BPeAOHOCHYHO MPOrpammy.

17. PaBeHCTBO NperKae BCero: HUKTO He A0/1XKeH YyBCTBOBaTb ceba UyKum

Mpu 06WeHMM B 3aKPbITOW rpynne, cnedyeT BO34EePKaTbCA OT WWYTOK 41 NOCBALLEHHbIX», MOHATHbIX
He BCEM YY4aCTHMKaM rpynnbl — yylue OTNPaBuTb NYHOE cooblieHmne. ipyrue yHacTHUKM YaTa He
OO/KHbI YYBCTBOBATb ce6A UyXXMMU. 5a3oBble LLeHHOCTM CEeTEBOrO 3TUKETA BK/OYAIOT TEPNUMOCTb,
YyBaXKeHUe U roTOBHOCTb MOMOYb. ITO TaK}Ke 03HAYaEeT, YTo c/leayeT 06LaTbca Ha NOHATHOM A1 BEX
A3blKe.

Bo Bpems paccKasa uam npeseHTaumm B LWKOJbHOM FPynnoBOM YaTe HY»KHO CleauTb, YTobbl Bce
YYaACTHUKM BblIN Ha OAHOM YpOBHe. Ecnm pebeHOoK 0O6bACHAET TeMy, KOTOPAsA MOXKET ObITb MOHATHA He
BCEM, PEKOMEHAYETCA OTBETUTb Ha BOMPOCHI MO 3TOKN TeMe.

18. CeTeBoOi1 3TUKET ANA geTeil: U3bACHAUTECb KPaTKO U No geny

CoobuLeHNs, OTBETbI M AarKe BOMPOCHI JO/MKHbI ObITb KaK MOXHO 60/1e€ KPAaTKMMM U MOHATHBIMM.
HWKTO He XO4eT YNTaTb HEHYXKHbIN TEKCT, HE NOMOTatoLWMii HANTKM OTBET HA BOMPOC.

FPOMO3aKMI A3bIK U MOBTOPbI TO/MIbKO 3aCOPAIOT YaTbl U GOPYMbI, @ rPaMMaTUYECKNE OLLMOKU
3aTPYAHAIOT YTEHME U NMOHMMaHME HanucaHHoro. lMepecbl/ika NUCEeM CHACTbA TaKXKe BbIXOAUT 33 PaMKu
YBaXXUTENbHOrO OHNANH-06LWEHUS.

19. CeTeBoi4 3TUKET U OHNAlH-06yYeHUne: COBeTbl 417 YYEHUKOB

B nepuog naHgemum COVID-19 60/bluas YacTb 0by4eHMA B LWKOAX NPOoBOAMIACh OHAAMH. Tak
Ha3blBaeMoe gomaluHee obyyeHue (0byyeHmne Ha JOMY) CTaI0 HOBOW NPo61IeMOi, KOTOPYIO YYEHUKM,
YYUTENA N POAUTENN PELLANIN COBMECTHBIMU YCUAUAMU. BOT HECKONIbKO COBETOB A5 3PPEKTUBHOIO
AoMaluHero obyyeHusa:

e [leTV [OMKHbI NOALEPMKMBATL APYT APYra, HANPUMeEp, OTBeYas Ha BONPOCHI O4HOKNACCHUKOB B
yare.

e He cnepyet aenatb 3aNMcb M CHUMKM 3KpaHa BO Bpems YpoKoB 6e3 npesBapuTensHoro
paspelleHuns yumuTens.

e BexnmBas u yBaKntesbHaa MaHepa obLleHna abcontoTHO Heobxoanma nNpu JomallHem
0byyeHuu.

e [lpefocCTaBAeHHbIe WKOA0M NAapo/in U yYeTHbIe AaHHbIE HU MPU KaKMx 06CTOATeNbCTBAX He
OONXKHbI NepenaBaTbCa TPETbUM NNLAM.

e [leTu fONKHbI ObITb FOTOBbI 3@ HECKOJIbKO MUHYT A0 Hayana ypoKa, 4Tobbl NpUCTYNuTb K
3aHATUAM BoBpemMA. HeobxoaMmo NoarotoBuTb yuebHble maTepuasbl U BKAKOUYUTb Kamepy ANs
BMAeOoKoHbepeHUnn. Kpome Toro, pebeHoK Ao/KeH BbITb OAET TaK, Kak ec/iv 6bl OH Wwen Ha
YPOKM B LWIKONE.

e [lpy BOSHMKHOBEHMU BOMPOCOB UM KOMMEHTAPMEB YYEHUK MOMKET BbICKA3aTbCsA, 3aTeM CreayeT
CHOBA OTK/IIOYMUTb MUKPOGDOH, YTO6bI HE MeLaTb NPOBEAEHMIO YPOKa GOHOBbLIM LLIYMOM.

20. foBepaiTe cBOUM AeTAM

Camoe BayKHOe NpaBu/Io — foBepAiTe cBoeMy pebeHKy. Bbl He MoXKeTe NOCTOAHHO KOHTPONMPOBaTb
€ro, He3aBUCKMMO OT YCTPOICTBA, HAa KOTOPOM OH YYUTCS: KOMMbIOTEPE, CMAPTHOHE UM NAAHLWETE.


https://www.kaspersky.ru/resource-center/threats/trojans
https://www.kaspersky.ru/resource-center/preemptive-safety/what-is-malware-and-how-to-protect-against-it
https://www.kaspersky.ru/resource-center/preemptive-safety/home-office

PebeHOK /lyylle BCero HayuynTcs Ha cob6CcTBeHHOM onbiTe. JoBepsAiiTe AeTAM 1 BO34epKuBanuTech ot
MOCTOAHHOIO KOHTPO/IAA UX AEeUCTBUI B MHTepHeTe. OBbIYHO A0CTaTOUYHO 3HATb, YTO B CAy4Yae Yero
pebeHOoK MOXKeT 06pPaTUTLCA K Bam 33 NMOMOLLbHO.

3aknoueHune

Ecnun cnepoBath NpMBEAEHHbIM BbilE NpaBuiam CETEBOro 3TUKETA, Y BaC He BO3HUKHET npobiem ¢
OHNaliH-0bLeHneM B NOBCEAHEBHOM KM3HU, Ha YPOKax U Ha paboTte. Kpome Toro, Koaneru u
PYKOBO/ACTBO MO AOCTOMHCTBY OLEHAT Balle yBaXkuUTeNbHOe U ApyKentobHoe noseaeHue.

[eTam c camoro paHHero Bo3pacta 0cobeHHO BaXKHO OCBOUTb NpaBuaa ceTeBoro aTukeTa. CoymanbHoe
B3aMMOAENCTBME U NPaBMIa CETEBONO 3TUKETa U NOBEAEHUA B UHTEPHETE TaK e BaXKHbl, Kak 1 B
peasibHOM KU3HW.



